( TABLE TOP EXERCISE )

This award winning table top exercise is designed to explore the decisions that people make
in order to protect their businesses from modern day threats. It tests people's response to
both hacking and malware attacks, in addition to physical security threats. This exercise has
been shaped and developed by Cyber Griffin specifically for the Square Mile.

KEY BENEFITS:

® A physical game board, that can also be digitised, makes cyber security easier to understand.

® See first-hand how cyber security can affect an organisation's turnover, reputation and
regulatory fines.

Especially effective for those who are kinaesthetic and social learners.
Highlight how cyber and physical security can impact each other.

Current NCSC and Cyber Griffin security guidance.
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During this exercise delegates will be split into groups of 4-6 people to form a new board of
directors who have taken over the running of an existing hydroelectric company. As with any
new acquisition, there are a number of assets, vulnerabilities and threats to the business
which the new board need to quickly assess and manage to ensure the future success of the
company. The exercise is designed to represent the same threats and risks that any company
might face.

Delegates will be given a yearly budget to spend on different areas of security. With different
scenarios and outcomes based upon their decisions during each financial year, delegates will
have to react and plan accordingly to keep their company safe and afloat. At the conclusion of
the game, participants are debriefed and taken through ‘the perfect game'.

Although the exercise is targeted at senior leaders and decision makers, it can also be
beneficial to other staff with varying levels of technical knowledge. It creates an immersive
experience in which participants have to use their problem solving, collaboration, leadership
and communication skills in order to be successful.

TAILORED TO ASSIST YOU

We are an independent, vendor agnostic service, with direct access to Police and Action Fraud
databases. Our intelligence led services are continually updated to reflect the most relevant
and prevalent threats to your business.

Whether you are a small medium enterprise, or a large corporation, we have a range of
services tailored to assist you.

FREE OF CHARGE

All of our services are provided free of charge and designed to be accessible to everyone,
whether they have very little knowledge of cyber crime, or are individuals who hold IT security
and risk management roles.

CYBERGRIFFIN.POLICE.UK <> CYBER



