[ INCIDENT RESPONSE TRAINING ]

Understanding how to respond to and manage any type of incident is a critical skill for any organisation in
order to safeguard against the loss of revenue, reputation, trust, and assets. The Cyber Griffin team are well
positioned to give first hand insight into the tried and tested incident response models and methods used
today by UK Policing. Whether you have an existing incident response plan, or are in the process of
developing one, this session will help you plan and prepare effectively for when it is needed.

KEY BENEFITS:

® Obtain an invaluable insight into police command structures and decision-making processes.
® Adopt ideas to improve your response to a cyber-attack and overall business continuity.

@ Learn from our officers, who will share their real life experiences of dealing with firearms
incidents, serious public order incidents, and high risk, high speed vehicle pursuits.

® Learn how to justify your decisions and actions when facing post incident reviews, whether
conducted by internal investigators or external regulators.

® Be assured that all discussions will be kept strictly confidential and any advice will be handled
with integrity and impartiality.
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The Gold, Silver, Bronze model is a critical part of Incident Response training and is the
current command structure used by UK policing to effectively respond to, and manage critical
and major incidents. This approach has been shaped by over 150 years of valuable lessons
from police successes and failures.

The session outlines to attendees the roles and responsibilities that each position holds and
the importance of ensuring that you have the right people, in the right places. We guide
attendees through an incident, demonstrating how the structure contributes to the effective
identification, escalation, mitigation, handling, recovery and review of an incident at the
strategic, tactical and operational levels. Attendees are introduced to an effective decision
making model, which provides them with a structured thought process and is proven to be
especially effective when dealing with ongoing incidents. This model has been specifically
adapted by Cyber Griffin to be relevant to private sector organisations.

The aim of the session is to review and improve your response to a substantial cyber-attack
and discussions are encouraged throughout, exploring which models would work best for your
organisation. As all of our trainers are vetted, serving City of London Police Officers, all content
and discussions within the sessions are kept confidential, allowing you to make the most of the
first-hand, incident handling experience that our officers have.

TAILORED TO ASSIST YOU

We are an independent, vendor agnostic service, with direct access to Police and Action Fraud
databases. Our intelligence led services are continually updated to reflect the most relevant
and prevalent threats to your business.

Whether you are a small medium enterprise, or a large corporation, we have a range of
services tailored to assist you.

FREE OF CHARGE

All of our services are provided free of charge and designed to be accessible to everyone,
whether they have very little knowledge of cyber crime, or are individuals who hold IT security
and risk management roles.
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