
Accurately assess the current condition of your organisation's cyber security risk

Highlight where future investment in your cyber security can be prioritised, based on real, 
comprehensive evidence.

As CDCAT is not an audit, assessments require significantly less time to complete.

All content of the assessment and related meetings are kept confidential, as all Cyber 
Griffin's Senior Practitioners are vetted, City of London Police Officers.

All reports and advice are vendor neutral, ensuring the impartiality and accuracy of the 
assessment.

Utilising the Cyber Defence Capability Assessment Tool (CDCAT) tool originally developed by the 
Ministry of Defence's Defence Science and Technology Laboratory, we are able to assess an 

organisation's current cyber defences and controls and highlight any capability vulnerabilities.

CYBER CAPABILITY ASSESSMENT

KEY BENEFITS:

CYBERGRIFFIN.POLICE.UK

CYBER.GRIFFIN@CITYOFLONDON.POLICE.UK



CYBER CAPABILITY ASSESSMENT

TAILORED TO ASSIST YOU

FREE OF CHARGE
All of our services are provided free of charge and designed to be accessible to everyone, 
whether they have very little knowledge of cyber crime, or are individuals who hold IT security 
and risk management roles.

We are an independent, vendor agnostic service, with direct access to Police and Action Fraud 
databases.  Our intelligence led services are continually updated to reflect the most relevant 
and prevalent threats to your business.

Whether you are a small medium enterprise, or a large corporation, we have a range of 
services tailored to assist you.

CDCAT contains a total of 159 security controls, relating to your people, processes and 
technology and is able to measure your organisation against a wide range of frameworks and 
standards, including ISO 27001, NIST and Cyber Essentials. We offer an assessment against 
the CDCAT Classic control set which contains the top 23 controls that have been identified by 
their importance and prevalence, across all cyber security frameworks.

Our qualified Senior Practitioners will attend on two occasions. There will be a short initial 
meeting to establish the scope of the assessment and which frameworks or controls you wish 
to be assessed against. The first meeting will also clarify who needs to be present for the main 
assessment. On the second visit, our Senior Practitioners will ask questions surrounding each 
control and record your responses.

Following our assessment, we provide a personalised final report, a non-technical executive 
summary, as well as a more in-depth technical review which is aligned to the MITRE ATT&CK 
framework. We will also provide a return on investment financial impact assessment, which 
estimates the costs of a security breach at your current maturity level and the investment 
required to achieve a higher maturity level. This service can also include a non-intrusive scan, 
detailing your organisation's digital footprint on the surface web. The final report, plus the 
results of your digital footprint scan, are provided via email, or delivered in person.

Assessments can be performed in person or virtually, irrespective of an organisation's size, 
systems, risk or any other context. CDCAT is the definitive means of measuring operational risk 
to establish effective cyber risk management and can be crucial in creating an actionable plan, 
to drive an organisation's cyber transformation.
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